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Enhancing your Risk
Assessments and Audit

Planning

10 Key Recommendations to
Consider

Today’s Presenter

Mike Gowell, SVP and GM Wolters Kluwer
• 31 Years of Audit and Audit Technology experience.

• 22 Years with PwC

• Founder of TeamMate Audit Management System

TeamMate is well positioned to study internal audit best
practices

• have ready access to over 105,000 auditors
• have an R&D group that spends over 10,000 hours a month developing audit technology

solutions
• host annual internal audit conferences that are attended by over 1,000 auditors yearly
• have formally surveyed over 12,000 auditors
• have conducted deep-dive interviews with over 200 organizations

Access to Information

In 2011 TeamMate initiated a new global thought leadership program
designed to leverage the community of knowledge at its fingertips
In 2011 TeamMate initiated a new global thought leadership program
designed to leverage the community of knowledge at its fingertips

Enhancing Risk Assessment and Audit Planning
10 Key Recommendations to Consider

Basis of Recommendations:

• 2016 Global TeamMate Survey
– 575 global responses

• Follow-up deep dive interviews with
20 internal audit leaders

• Selected reports: IIA’s CBOK Global
Internal Audit Study
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 Identify and focus on one or two of the recommendations that
will benefit you and your internal audit environment

 Commit to implement and enhance improvements in those
one to two key areas over the next 6 months

 Identify and focus on one or two of the recommendations that
will benefit you and your internal audit environment

 Commit to implement and enhance improvements in those
one to two key areas over the next 6 months

 Provide data and research that you can use to assess your
progress with these key internal audit processes

 Present ideas and actual practices for you to consider for
enhancing any of these processes

 Provide data and research that you can use to assess your
progress with these key internal audit processes

 Present ideas and actual practices for you to consider for
enhancing any of these processes

Today’s Objectives

Me

You

1. Address Your Organization’s Strategic Risks

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

As reflected by The IIA's 2015 CBOK Stakeholder Study, there is

mounting pressure on internal audit functions to focus on the

strategic risks facing their parent organizations and to include

assessments of strategic risks in their risk assessment processes.

TeamMate Challenge:
Do your risk assessment and audit planning processes explicitly
identify and address the organization’s key strategic risks?

Demand Shortfall
Customer Retention
Integration Problems
Pricing Pressure
Regulation
R&D
Industry or Sector
Downturn
JV or Partner Losses

Demand Shortfall
Customer Retention
Integration Problems
Pricing Pressure
Regulation
R&D
Industry or Sector
Downturn
JV or Partner Losses

Does your risk assessment include a FORMAL
process to assess the organization’s strategic risks?

Only 22% of respondents felt highly confident
that IA would either identify or be informed
on a timely basis of any major changes to the
organization’s key strategic risks

Only 22% of respondents felt highly confident
that IA would either identify or be informed
on a timely basis of any major changes to the
organization’s key strategic risks

CBOK Global Stakeholders Study

2 out of 3 board members believe internal
audit should play a more active role in the
assessment and evaluation of the
organization’s strategic risks

Yes
55%

No
45%

Survey ResultsSurvey Results
IIA Performance Standards –

Addressing Strategic Risks

Standard 2010
The chief audit executive must establish a risk-based plan to determine the
priorities of the internal audit activity, consistent with the organization's goals.

To develop the risk-based plan, the chief audit executive consults with senior
management and the board and obtains an understanding of the
organization’s strategies, key business objectives, associated risks, and risk
management processes.

The chief audit executive should consider accepting proposed consulting
engagements based on the engagement's potential to improve management
of risks, add value, and improve the organization's operations.
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IIA Performance Standards –

Addressing Strategic Risks

Standard 2120
The internal audit activity must evaluate risk exposures relating to the
organization's governance, operations, and information systems
regarding the achievement of the organization's strategic objectives;

Case Study: AF Group

Quarterly Strategic Meetings

– One-on-one meetings with key executives

– Designed to ensure that internal audit is aware of strategic direction of firm
and key lines of business

– Focus: newly implemented or proposed strategies and related risks and
control challenges

CAE is a non-voting member of the Operating Committee

– Operating Committee approves and oversees strategic direction

– Committee membership provides internal audit with valuable risk-and-
control insights

Best Practices for Consideration

• Maintain a Strategic Risk Register with Senior Management input
and review

• Formally advise management on the importance of establishing
strategic objectives and the role that internal audit takes in identifying
and assessing related risks

• Mirror the organization’s strategic objectives as audit objectives within
each business entity, then identify the controls to achieve those
objectives and create audits to assess the risks that impact the
control effectiveness

Our risk assessment
process includes the
strategic initiatives of the
organization in our audit
universe and assessing
these initiatives against our
risk assessment criteria.

Pat Colavita,
VP & Chief Internal Auditor,
Foresters FinancialEach year, members of the senior management team receive a

self-assessment for corporate-level risks; they are encouraged to
create new or edit existing risks to reflect the current
environment.

VP Internal Audit (Large Resource Management Company)

2. Target Emerging Risks

TeamMate Challenge:
If you don’t currently identify emerging risks or your
process for identifying emerging risks is ad hoc, can you
implement a simple, but more formal ongoing process?

Advancements in emerging technologies are creating
opportunities for startups to disrupt incumbents.

Business model innovation is driving organizations to
constantly reinvent themselves.

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

social media, mobile technology,
analytics, and cloud-enabled
products, personalization

social media, mobile technology,
analytics, and cloud-enabled
products, personalization

sharing-based, freemium, and
subscription-based
sharing-based, freemium, and
subscription-based
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Does your risk assessment process include a
formal step or process to assess and report on
the emerging risks facing your organization?

44% provide their audit committee with a
regular report on internal audit’s
assessment of emerging risks

Yes
55%

No
45%

62% of respondents who were not already
including emerging risks in their
assessments plan to do so within two years.

Survey ResultsSurvey Results Emerging Risks – the Opportunities

• Continuously monitor the changes in the environment
to determine which could be truly disruptive

• Revisit the approach to corporate strategy
development to introduce more agility, adaptability, and
responsiveness to emerging threats

• Identify organizational blind spots, built-in institutional
challenges, and personal biases of senior management
that can get in the way of action

• Employ tools and techniques such as real-time
monitoring, scenario planning, stress testing, war-
gaming, and simulations to drive higher levels of
sophistication in managing risk

65% of CBOK survey

respondents — pointed

to identifying emerging

risk areas as areas for

internal audit to

scrutinize.

65% of CBOK survey

respondents — pointed

to identifying emerging

risk areas as areas for

internal audit to

scrutinize.

Emerging Risks:

Key Takeaways

Key Takeaways for Internal Audit:

• When it comes to developing a process to identify

emerging risks, keep it simple by first establishing

an initial, working list of emerging risks and then

making it a firm requirement to update this list

quarterly. Put a stake in the ground!

• Facilitate an open discussion of potential emerging

risks and events by members of senior

management, recognizing that such discussions

are likely to be the most beneficial aspect of the

risk identification process.

Consider supplementing your

own insights and capabilities

with those of an outside third

party with perceived value in

the risk identification area to

receive ongoing updates on

emerging risks.

Consider supplementing your

own insights and capabilities

with those of an outside third

party with perceived value in

the risk identification area to

receive ongoing updates on

emerging risks.

3. Consider the Impact of Macro Risk Factors

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

Macro economic

TeamMate Challenge:
Does your risk assessment process
consider macro and systemic risks?

Political

Legal Terrorism

Natural Disaster

Compliance
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• 49% of TeamMate survey respondents are now assessing a broad
continuum of external macro risk factors that include Systemic,
Political, and Macro-Economic considerations

• Nearly half the survey respondents who are not currently
assessing macro risks plan to do so within two years

Executive Perspectives on Top risks for 2017

Key Finding: Economic conditions in domestic and international markets judged the top
overall risk with 72% of respondents rating the risks to be one of “significant impact.”

Protiviti Survey

Consider the Impact of Macro Risk Factors Consider the Impact of Macro Risk Factors

Think a lot more about external risks – not just what’s in
your audit universe.

A focus on the use of insurance and appropriate
contingency planning will help address some Macro Risk
Factors

4. Sharpen Your Focus on Cyber Risks

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

Cybersecurity is #1 on the CBOK list of Top 10 Technology Risks
“Probably the most discussed IT topic among executives, internal
auditors, audit committees and boards of directors”
—Navigating Technology’s Top 10 Risks: Internal Audit’s Role

85% of the 545 senior executives worldwide reported that their organizations
had experienced a cyber attack or information theft, loss, or attack in the 12
preceding months.

2016 Kroll Global Fraud Survey

TeamMate 2016 Global Audit Technology Survey

• Sought to determine whether survey respondents had
changed their risk assessment processes to increase their
focus on cyber issues

• Fully 85% of respondents reported that they had, indeed,
made changes to their risk assessment processes to
enhance their coverage of cyber risks

Sharpen Your Focus on Cyber Risks

TeamMate Challenge:
Determine whether you have the risk skills and knowledge to keep up with the
mounting cyber-risk challenges; take steps to find such resources if you do not.
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CBOK: Addressing Cyber Security Challenges

KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. Is the organization able to monitor suspicious network intrusion?

2. Is the organization able to identify whether an attack is occurring?

3. Can the organization isolate the attack and restrict potential damage?

4. Is the organization able to know whether confidential data is leaving the

organization?

5. If an incident does occur, is a written crisis management plan in place that has

been tested and is in line with organizational risk?

6. If an incident does occur, does the organization have access to forensic skills to

assist with the incident?

7. Is the incident team in place and do they know their roles and responsibilities?

CBOK: Addressing Cyber Security Challenges
Navigating Technology’s Top 10 Risks, Philip E. Flora and Sajay Rai, p6

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Conduct an annual independent vulnerability scan
and a penetration test of the external facing network.

2. Verify that simulation exercises are performed in
relation to the organization’s crisis management plan
to prepare the incident team in case of an actual
incident.

3. Conduct an audit of network architecture to
determine compliance with network policy and
procedures.

4. Conduct an audit of a recent incident and determine
whether the policies, procedures, and tools were
applied as planned and whether the forensic experts
were deployed during the incident.

Foresters Financial
conducts a separate cyber risk
assessment

Leading Organizations turn

to outside third parties with the

in-depth knowledge and

capabilities needed to address

their rapidly-changing

exposures to cyber risks.

5. Move to a More Continuous Risk Assessment

Process

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

“…continuously updating risk input is an indicator of internal

audit maturity”

Benchmarking Internal Audit Maturity - A High-Level Look at Audit Planning and

Processes Worldwide, 2015 CBOK Report

STRATEGIC RISKS, EMERGING RISKS, MACRO RISKS, CYBER RISKS

How would you characterize
your Risk Assessment Process?

Survey ResultsSurvey Results

56% of TM Survey Respondents that
are not on a continuous process
(91%) are moving there within 2 years

Annual
38%

Annual with some
continuous elements

40%

Periodic (e.g.
quarterly)

13%

Continuous
assessment

process
9%

TeamMate Challenge

Does your current approach to risk
assessment provide a dynamic picture
of your organization’s risk profile that
is aligned with the dynamic nature of
your risk environment?

AFIIA 2017



5/30/2017

7

Move to a More Continuous Risk Assessment Process

Various techniques are being used to bring more continuous elements
to the risk assessment process

• “We query our financial and operational databases to provide us with real-time analysis
and minimize our reliance on existing management reports. We also monitor against
financial KPI’s.”

• “We have a quarterly formal continuous monitoring process as well as post-audit re-
evaluation of risk assessment.”

• “Our risk registers are dynamic and updated based on new events which could
significantly affect our ability to operate. This includes monitoring changes in legislation,
government policies, events happening at other universities and information obtained
from various audit and risk associations.”

• “We have a risk matrix which is updated quarterly with some elements more frequently.
We use data analytics tools for this including metrics associated with logistics
operations.”

6. Make Your Audit Planning More Dynamic

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

It’s one thing to update your risk assessment but another to
add sufficient agility and flexibility to your audit activities so
you can respond in a more timely manner to changes in the
organization’s risk profile.

TeamMate Challenge:
Can you move to a more dynamic audit planning process to align
more closely with a more frequent risk assessment process?

Our audit plan could be best
described as follows:

Automatically as audit work is completed 34%

Monthly 6%

Quarterly 39%

Semiannually 21%

If you are periodically updating how
often is it updated?

Annual
38%

Annual with
periodic updates

57%

Rolling
Audit Plan

5%

Survey ResultsSurvey Results

Consider moving to a “Rolling Audit Plan”

“At Dana, we update our audit plan every three months to address changes in the company’s risk profile and
we formally present our audit plan to the audit committee every six months.”

- Ken Koncilja, VP Internal Audit, Dana Corp.

"We review our audit plan quarterly to ensure that we assess any significant risks that arise to determine if
audit involvement is necessary. If audit needs to get involved, we update the plan and take into account any
new considerations."

- Patricia Colavita, Vice President and Chief Internal Auditor, Foresters Financial

Somerset Trust Company employs a three-year rolling audit plan focused on credit, market, fraud, technology
and compliance risks.

- Susan Powell, SVP Audit, Somerset Trust Company

Make Your Audit Planning More Dynamic

TeamMate Insight: Moving to a rolling audit plan typically requires
some education and socializing with the audit committee who may be
more comfortable with their ability to monitor a more static audit plan.

TeamMate Insight: Moving to a rolling audit plan typically requires
some education and socializing with the audit committee who may be
more comfortable with their ability to monitor a more static audit plan.
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7. Expand Input from Related Functions in the Risk

Assessment Process

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

After the financial crisis, internal audit and enterprise risk
management practices alike have been increasingly
sharing risk information and knowledge.

TeamMate Challenge:
How can you enhance knowledge sharing and coordination among
your parent organization’s risk and control functions?

TeamMate Challenge:
How can you enhance knowledge sharing and coordination among
your parent organization’s risk and control functions?

IIA Performance Standards

– Coordination and Reliance

Examples of coordinating activities include:
Synchronizing the nature, extent, and timing of planned work.

Ensuring a common understanding of assurance techniques, methods, and terminology.

Providing access to one another’s work programs, workpapers, and reports.

Relying on one another’s work to minimize duplication of effort.

Meeting intermittently to determine whether it is necessary to adjust the timing of planned
work, based on the results of work that has been completed.

73% of TeamMate survey respondents report that they either
coordinate with or align their risk assessment with other risk-and-
control units within the organization.

Five areas, in particular, provide the most input into the internal audit
risk assessment process:
• Enterprise risk management

• Compliance

• Information technology

• Finance

• Legal

Key observation of a study conducted by the Senior
Supervisory Group:

Organizations that promote robust dialogue between
members of risk and control functions and senior
management were better able to identify, evaluate and
implement plans to manage and mitigate risks.

Expand Input from Related Functions in the
Risk Assessment Process

Our research also found that a slight majority of survey respondents
utilize risk definitions or structures that are enterprise-wide or identical to
their ERM functions.

Nature of Risk Definitions in Risk Assessment Process
• 46% - Specific to our internal audit group

• 37% - An enterprise-wide set of risk definitions or structure

• 17% - Identical to our ERM function in terms of a risk definition or
structure

Coordination requires Coordination
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Combined Assurance - Best Practice

Assurance Map

• Map assurance coverage
against the key risks in
an organization.

• Identify and address any
gaps in the risk
management process

• Gives stakeholders
comfort that

– risks are being managed
and reported on

– regulatory and legal
obligations are being met

8. Enhance Your Risk Assessment Technique

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

Technology is being utilized more fully to
support the risk assessment process

TeamMate Challenge:
Are you maximizing the use of technology to enhance your
assessment or risk-monitoring processes?

• The techniques being employed to conduct risk
assessments continue to evolve in terms of technologies
deployed, sophistication, and expansion beyond
traditional dimensions of impact and probability.

• The application of data mining and analysis, in particular,
and the use of “risk dashboards” and other visual
techniques are growing.

Enhance Your Risk Assessment Technique

Yes
48%

No
52%

Do you employ technology or an automated tool
to support or perform your risk assessment?

30% of TM Survey
Respondents are planning to
significantly increase their use
of risk assessment technology
in the next 2 years

30% of TM Survey
Respondents are planning to
significantly increase their use
of risk assessment technology
in the next 2 years

Survey ResultsSurvey Results
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Case Study: AF Group

Survey Enhancement
• Internal Audit conducts online survey of key players to elicit input for its risk assessments

• Previous surveys had open text fields and lacked the ability to automatically categorize
information, resulting in too many “one off” categories and the need for manual intervention
to normalize risk variations

• Used SurveyGizmo to create and distribute a more user-friendly product

• Added Top 10 Risk Rating based on survey results

• Improved survey by populating a variety of risks and risk areas for ranking and assessment

– Pre-populated items now include a drag-and-drop ranking to improve usability

– Facilitates generation of actionable reports that show risk, control and fraud potential over time

– Leverages ability to set predefined risks in order to make detailed comparisons of business
areas

9. Enhance Your Reporting of Risk

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

TeamMate Challenge:
Can I add more visual impact and clarity to my risk-
reporting efforts?

In addition to enhancing their risk assessment
processes, internal auditors also appear to be
enhancing their reporting on process results.

TeamMate 2016 Global Audit Technology Survey

The use of technology and visual tools appears to be increasing:

• 61% use Word, Excel or PowerPoint for risk reporting

• 22% are tapping new approaches to risk reporting ranging from heat maps,
risk dashboards, and SharePoint to visual tools such as Tableau

Enhance Your Reporting of Risk Provide Risk Trending Information

Audit Committees gain
significant value from
trending types of
information that helps
them gain a sound overall
assessment of an
organization’s systematic
and thematic risk and
control issues.
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Provide More Types of Risk Information

Look here
for value

Provide More Risk Information - Best Practices

Link risk information to the organization’s activities and strategies.

Tell the audit committee about areas or risks not covered by the
internal audit plan and why

Demonstrate the direct linkage between changes to the
organization’s risk profile and changes to the audit plan

Set aside time each year to consider the types of “unthinkable” or
“unrecognized” risks that could pose a serious risk to the company

10. Address Management and Audit Committee

Expectations

The 10 Recommendations for Enhancing Risk

Assessments & Audit Planning

TeamMate Challenge:
Do I have clear, written and explicit expectations from
my key stakeholders?

Ultimately, an internal audit group needs to ensure that its risk assessment
and audit planning processes are aligned with and meet, if not exceed, the
expectations of its key stakeholders

• Specific expectations of internal audit differ from one organization to another

• Internal audit needs to identify, delineate and achieve agreement with the
expectations of its key stakeholders, often starting with the audit committee

• Once you’ve achieved clarity with key stakeholder expectations, develop a specific
set of strategies to achieve them

“Consider translating your internal audit strategies into Key Performance
Indicators, to facilitate continuous monitoring of the achievement of the
strategies.”

CBOK Report: “Benchmarking Internal Audit Maturity”

Address Audit Committee Expectations

AFIIA 2017



5/30/2017

12

During the last 2 years have you
conducted a formal review of the
format and/or content of your audit
committee materials with the audit
committee to identify possible
enhancements?

Survey ResultsSurvey ResultsAudit Committee Expectations

Yes
33%

No
67%

Do you provide your audit
committees with an opinion on the
adequacy of the parent organization’s
risk management processes?

Survey ResultsSurvey ResultsAudit Committee Expectations

75% of respondents inform both the audit
committee and management about how
changes in the organizations risk profile are
reflected in the audit plan

75% of respondents inform both the audit
committee and management about how
changes in the organizations risk profile are
reflected in the audit plan

Yes
58%

No
42%

Audit Committee Expectations - Best Practice

I have a clear, concise, written and agreed-upon
set of expectations with my key stakeholders …
and we’re not talking about an 8-page charter with
everything but the kitchen sink …

Case study: AF Group

Annual Strategic Alignment Meeting

Risk Assessment Results – IA management and CAE
present risk assessment results and proposed audit
plan to senior executives

Top Ten Risks – top risks facing the enterprise are
presented and tied to the proposed audit plan

Forum for Open Discussion – often results in a deeper
understanding of how the strategic direction of the enterprise
affects various business units and a more holistic approach to
the risk assessments
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Does your risk assessment process currently include
the following?

Response Options

69% Comparison with risks identified in prior risk assessments

59%
Feedback or data from units outside internal audit relating to significant risk issues or

incidents

46% Monitoring of Key Risk Indicators (KRIs)

41% Data or statistical analysis

38% Comparisons with the organization’s stated risk appetite

32% Assessing the impact of innovative or disruptive technologies

31% Comparisons with risks disclosed by peers or competitors

29% Alignment with the organization’s public financial reporting risk disclosures

22% Scenario analysis

15% Use of forecasting or other types of risk modeling

11% Stress testing against major economic assumptions

7% None of the above

Source: TeamMate 2016 Global Audit Technology Survey

Note some
of the more
interesting
factors that
the minority
are using

How might you consider enhancing your risk

assessment process?

Response Options

47% Moving to continuous risk assessment process

43% Developing Key Risk Indicators (KRIs)

42% Developing a risk dashboard for the organization

40% Adding a process to identify emerging risks

37% Deploying a risk technology tool

32% Adding a statistical or data analysis component

31% Increasing your focus on technology-related risks

27% Adding an assessment of strategic risks

5% Other

Source: TeamMate 2016 Global Audit Technology Survey

Call to Action!

Review Recommendations

• Feel good that you’re moving
in the right direction

• Identify one or two
recommendations you could
implement this year

• Develop an Action Plan to
follow up and improve your
practices in that area!

1. Address Your Organization’s Strategic Risks
2. Target Emerging Risks
3. Consider the Impact of Macro Risk Factors
4. Sharpen Your Focus on Cyber Risks
5. Move to a More Continuous Risk Assessment

Process
6. Make Your Audit Planning More Dynamic
7. Expand Input from Related Functions in the Risk

Assessment Process
8. Enhance Your Risk Assessment Technique
9. Enhance Your Reporting of Risk
10. Address Management and Audit Committee

Expectations

Thank You

Mike Gowell,

SVP and GM Wolters Kluwer

mike.gowell@wolterskluwer.com

Handouts Available at the TeamMate
Booth or www.teammatesolutions.com
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