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SOME NAGGING QUESTIONS YOU
MAY HAVE AS A PROFESSIONAL!

► What is the principle of confidentiality?

► Who on the your Team is responsible for
Confidentiality?

► Who is at Risk? Is it the Team or you?

► In which areas of our routine work is
information most likely to leak?

► What do we mean by information
LEAKAGE?

► What can happen to me if the information
leaked under my watch?

SOME NAGGING QUESTIONS YOU
MAY HAVE AS A PROFESSIONAL!

► What tools can lead us to easily leak
information?

► Confidentiality and our relationships;
which comes first?

► With confidentiality; Is TECHNOLOGY a
plus or minus?

► What do the IFAC’s Code of Ethics and
best practice say about Confidentiality?

► Is there any consequence if one breaks
the confidentiality principle?
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What can we expect from this presentation?

► Open forum to share
great ideas.

► Sharing our practical
experiences.

► Leading a discussion
rather than a lecture.

► Stimulating learning and
knowledge sharing.

► Learning and having fun
at the same time!
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CONFIDENTIALITY

Which way
should we go?
 North

 South

 East

 West
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CONFIDENTIALITY

Whose responsibility?
 Politicians?

 Bankers?

 Internal Auditors?

 Presidents?

 The Religious?

 The Press?

 Judiciary?

 Legislature?

 Diplomatic Corps?

 Advanced world?

 Human beings?

 Black and white people?

 Every professional?
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Introduction
Which Profession has escaped the Confidentiality trap?

 Professional
Accountants?

 Lawyers & Judges?

 Presidents, MPs,
Assembly men/women?

 Teachers?

 IT Experts?

 Preachers or Men of
God?

 Politicians?

 Pilots?

 Internal Auditors

Tuesday, May 30,
2017
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 Engineers?

 Radio commentators?

 Serial callers?

 Business
professionals?

 Unemployed
graduates?

 Man, women, boys,
girls, ladies and
gentlemen?

 Young, old, rich, poor,
weak and the strong!!
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Introduction - What RISKS do we face as Business
Professionals if the Confidentiality rule is broken?

► Report leakages.

► Loss of reputation and conflicts.

► Prosecution and litigations.

► Mistrust.

► Perceived as Traitors.

► Confidence in the entire internal control and financial
management system lost.

► Loss of friendship and cooperation.

► Authority lines are broken.

► There shall be more loose talkers because they get half
baked information.

► Not considered as serious business professionals etc.

► Generally, considered unprofessional or unethical.

Tuesday, May 30,
2017
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CONFIDENTIALITY: WHO IS RESPONSIBLE?

CONFIDENTIALITY:

The Code of Ethics for Professional
Accountants for example directs that a
Business Professional should respect
the confidentiality of information.
Confidential information should NOT
be used for the personal advantage of
any Professional or third parties.
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HANDLING INFORMATION

Confidentiality, Data Protection and Data Security

► All documents and all other information on a clients’
internal operations, the disclosure of which could be
harmful to the Entity, have to be treated
confidentially.

► They shall not be passed on or made accessible to
third parties and shall be protected against any
unauthorized use, in particular against access from
the outside.
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HANDLING INFORMATION

Data

► All employees who use IT systems shall pay
particular attention to IT aspects of confidentiality
such as Data Protection and Data Security.

► The accountability for information security
management lies with all responsible officials
including all of us here.

12
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HANDLING CONFIDENTAL INFORMATION

All strategic, financial, technical or business
information such as, but not limited to:

13

► Administrative
processes and
procedures,

► Organizational issues,

► Technical know-how,

► Business and financial
plans,

► Costs and interest rates
etc.

► Product development

► Employees,

► Customers,

► Suppliers, marketing,

► Sales and prices etc.

► Documents and
information entrusted to
the Organization by
third parties.

► All other supporting
documents etc.

What is
Confidentiality?
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How do you feel when a statement you made or a comment
you gave concerning a matter with the best of intentions is
misquoted, even though you were only trying to help?

► Definitely you will feel bad and possibly feel it would have
been better to keep quiet on the issue. One thing I have
come to realize is that silence truly is the best answer for
a fool.

► A man who talks too much reduces the weight of his
Word, but he who talks less has caused the value of his
word to increase.

REMEMBER SILENCE CAN NEVER
BE QUOTED OR MISQUOTED
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► I believe God gave us two ears and one mouth so that we can hear
more and say less. He also gave us two eyes so that we can see
more and say less.

► Dear friend; you don’t have to speak always, just speak at the right
time and be sure to say the right thing.

► We are NOT advocating for unhealthy secrecy or negative
concealment of vital information that will benefit humanity. We are
only saying common sense demands that it is better to keep quiet
when one has nothing to say than to say something and cause
confusion.

► Man, just watch your lips! Silence is golden so says the Good Book!!!

REMEMBER SILENCE CAN NEVER BE
QUOTED OR MISQUOTED (CONTINUED)
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WHAT IS CONFIDENTIALITY?

► Confidentiality is a set of rules or a promise that
limits access or places restrictions on certain
types of information.

► Confidentiality is the protection of personal
information. Confidentiality means keeping a
client’s information between you and the client,
and not telling others including co-workers,
friends and family etc.

► Confidential information is considered as
information that must be kept secret.
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CONFIDENTIALITY?

► The principle of Confidentiality imposes a huge
obligation on professional accountants to refrain
from:

► Disclosing outside the firm or employing organization
confidential information acquired as a result of
professional and business relationships without proper
and specific authority or unless there is a legal or
professional rights or duty to disclose; and

► Using confidential information acquired as a result of
professional and business relationships to their
personal advantage or the advantage of third parties.
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CONFIDENTIALITY?

► A professional accountant should maintain
confidentiality even in a social environment. The
professional accountant should be alert to the
possibility of inadvertent disclosure, particularly in
circumstances involving long association with a
business associate or a close or immediate family
member.

► A professional accountant should also maintain
confidentiality of information disclosed by a prospective
client or employer.

► A professional accountant should also consider the need
to maintain confidentiality of information within the Firm or
employing organization.
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CONFIDENTIALITY?

► A professional accountant should take all reasonable
steps to ensure that staff under the professional
accountant’s control and persons from whom advice
and assistance is obtained respect the professional
accountant’s duty of confidentiality.

► The need to comply with the principle of
confidentiality continues even after the end of the
relationships between a professional accountant
and a client or employer. When a professional
accountant changes employment or acquires a new
client, the accountant is entitled to use prior
experience.
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CONFIDENTIALITY?

► The professional accountant should not,
however , use or disclose any confidential
information either acquired or received as a
result of a professional or business relationship.

► It is unethical to leak or give out confidential
information to Old Boys & Girls, Pressure Groups,
Political parties, family members, business
associates, family and friends!

► This is unacceptable and also unethical!!!
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CONFIDENTIALITY?

► The following are circumstances where professional
accountants are or may be required to disclose
confidential information or when such disclosure may
be appropriate.

 Disclosure is permitted by law and is authorized by the client or
the employer;

 Disclosure is required by law, for example:
1. Production of documents or other provision of evidence in the

course of legal proceedings; or
2. Disclosure to the appropriate public authorities of

infringements of the law that came to light, and
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CONFIDENTIALITY?

► There is a professional duty or right to disclose, when
not prohibited by law:
 To comply with the quality review of a member body or

professional body.
 To respond to an inquiry or investigation by a member body or

regulatory body.
 To protect the professional interest of a professional accountant in

legal proceedings; or
 To comply with technical standards and ethical requirements.
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CONFIDENTIALITY?

In deciding whether to disclose confidential information,
professional accountant should consider the following
points:

► Whether the interests of all parties, including third
parties whose interests may be affected, could be
harmed if the client or employer consents to the
disclosure of information by the professional
accountant.
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CONFIDENTIALITY?

► Whether all the relevant information is known and
substantiated, to the extent it is practicable, when the
situation involves unsubstantiated facts, incomplete
information or unsubstantiated conclusions,
professional judgment should be used in determining
the type of disclosure to be made, if any;

► The type of communication that is expected of
accountants and to whom it is addressed; in
particular, professional accountants should be
satisfied that the parties to whom the communication
is addressed are the appropriate recipients.
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WHEN COULD ONE BREAK THE CONFIDENTIALITY RULE?
THERE IS NOTHING AS TOTAL CONFIDENTIALITY

To recap, let me say that confidential information may be disclosed ONLY
if required by Law or Authorized for business reasons.

► If any Human Life is in danger or threatened.

► Any information that Threatens the Security of the State.

► By the Order of a Court.

Employees must inform their immediate Supervisor or the person
responsible for the confidential information prior to any disclosure if
they must disclose.

All Outsiders who receive such information will sometimes be required to
sign a Confidentiality or Non-disclosure Agreement.

30/05/2017 26
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NOTHING LIKE TOTAL CONFIDENTIALITY

There are several instances where total confidentiality is either
impossible, undesirable or illegal. These include:
► cases where the law requires disclosure of information which

will be:
► if the health and/or welfare of a child or young person is at

risk. You are required to contact Department of Social
Welfare or Police and notify them of your concerns.

► if your client tells you he/she has committed a serious crime.
You are required to notify your Supervisor or the Police
directly.

► if a worker is subpoenaed to present information in a court of
law.

► when the Client needs to be protected from harming him or
herself (e.g. if suicidal).

Some decided Cases
on Confidentiality
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SOME DECIDED CASES ON CONFIDENTIALITY

There is an interesting case relating to Ford Motors
Company in the USA.

An Engineer of the company copied thousands of
Ford’s documents onto an external drive and went
to work for a competitor. It was estimated that Ford
suffered more than US$50million in losses.

But the Engineer also suffered a consequence!
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SOME DECIDED CASES ON CONFIDENTIALITY

In the Coca-Cola recipe case for example, the
written version of the Secret Formula is kept in a
security vault at the Trust Company Bank in Atlanta-
USA, and that Vault can only be opened by a
resolution from the company’s Board of Directors.

It is the company’s policy that only two persons in
the company must know the formula for
manufacturing the Coca-Cola beverage.
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SOME DECIDED CASES ON CONFIDENTIALITY

In Austria, a former employee of the American
Superconductor Corporation was sent to a one year
jail term (and sentenced a further two years of
probation) for selling confidential information to a
Chinese company.

Confidentiality is a serious issue and must be taken
very seriously!
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SOME STEPS ON HOW TO
MAINTAIN CONFIDENTIALITY

► Individual files are locked and secured.
► Support workers do not tell other people what is in a

client’s file unless they have permission from the
client.

► Information about clients is not told to people who do
not need to know.

► Clients’ medical details are not discussed without
their consent.

► Adult clients have the right to keep any information
about themselves confidential, which includes that
information being kept from family and friends.
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HOW TO PROTECT CONFIDENTIAL INFORMATION!!

► At the very least, we recommend Employers adopt the following
procedures for protecting confidential information:

► Separate folders should be kept for other employee information and
medical information.

► All confidential documents should be stored in locked file cabinets or
rooms accessible only to those who have a business “need-to-know.”

► All electronic confidential information should be protected via
firewalls, encryption and passwords.

► Employees should clear their desks of any confidential information
before going home at the end of the day.

► Employees should refrain from leaving confidential information visible
on their computer monitors when they leave their work stations.

► All confidential information, whether contained on written documents
or electronically, should be marked as “confidential.”
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THESE DETAILS SHOULD
ALWAYS BE WELL PROTECTED
► Name, date of birth, age, sex and address.
► Current contact details of family, guardian etc.
► Bank details.
► Medical history or records.
► Personal care issues.
► Service records and file progress notes.
► Individual personal plans.
► Assessments or reports.
► Guardianship orders.
► Incoming or outgoing personal correspondence.
► Other information relating to ethic or racial origin, political

opinions, religious or philosophical beliefs, health or sexual
lifestyle should also be considered confidential.
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HOW TO PROTECT CONFIDENTIAL INFORMATION!!

► All confidential information should be disposed of properly
(e.g., employees should not print out a confidential
document and then throw it away without shredding it first.)

► Employees should refrain from discussing confidential
information in public places.

► Employees should avoid using e-mail to transmit certain
sensitive or controversial information.

► Limit the acquisition of confidential client data (e.g., social
security numbers, bank accounts, or driver’s license
numbers) unless it is integral to the business transaction
and restrict access on a “need-to-know’ basis.

► Before disposing of an old computer, use software
programs to wipe out the data contained on the computer
or have the hard drive destroyed.
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CONFIDENTIAL WORKPLACE INFORMATION

► Confidential workplace information can generally be
broken down into three categories: (1) Employee
Information, (2) Management Information, and

(3) Business Information.

EMPLOYEE INFORMATION:

► Many countries have laws which govern the confidentiality and
disposal of “personal identifying information” (e.g., an
employee’s Social Security number, home address or
telephone number, e-mail address, Internet identification name
or password, parent’s surname prior to marriage or driver’s
license number).
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CONFIDENTIAL WORKPLACE INFORMATION

► The Americans with Disabilities Act of 1990 (ADA) for
example requires employee medical and disability
information be kept confidential and limits access to those
employees who have a “business need-to-know.”

(e.g., Supervisors who need to know about restrictions on
the work of an employee or other reasonable
accommodations that need to be made, safety personnel
handling medical emergencies, government officers
investigating complaints of disability discrimination).
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CONFIDENTIAL WORKPLACE INFORMATION

MANAGEMENT INFORMATION

► Confidential management information includes
discussions about employee relation issues, disciplinary
actions, impending layoffs/reductions-in-force,
terminations, workplace investigations of employee
misconduct, sexual harassment etc.

► While disclosure of this information isn’t necessarily
“illegal,” it is almost always counterproductive and can
seriously damage the collective “psyche” of a workplace.
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CONFIDENTIAL WORKPLACE INFORMATION

BUSINESS INFORMATION:

► We oftentimes refer to confidential business information as
“proprietary information” or “trade secrets.” This refers to information
that’s not generally known to the public and would not ordinarily be
available to competitors except via illegal or improper means.

Common examples of “trade secrets” include manufacturing processes
and methods, business plans, financial data, budgets and forecasts,
computer programs and data compilation, client/customer lists, ingredient
formulas and recipes, membership or employee lists, supplier lists, etc.
“Trade secrets” does not include information that a company voluntarily
gives to potential customers, posts on its website, or otherwise freely
provides to others outside of the company.
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CONFIDENTIAL INFORMATION?

Confidential information may also refer to the following:

1. Personal information

► Eg. Journals, pictures

2. Professional information

► Eg. Information supplied in the course of professional
duties

3. Business information

► Eg. Information in the context of business, commerce
or trade (i.e. trade secrets)

AFIIA 2017
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CONFIDENTIAL INFORMATION

Develop written confidentiality
policies and procedures

Every business/organization should have a written
confidentiality policy (typically in its employee
handbook or a Code of Business) describing both
the type of information considered confidential and
the procedures employees must follow for
protecting confidential information.
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HOW TO PROTECT CONFIDENTIAL INFORMATION!!

► A confidentiality policy should also describe the level of
privacy employees can expect relating to their own
personal property (e.g., “for your own protection, do not
leave valuable personal property at work and do not leave
personal items — especially your purse, briefcase or
wallet — unattended while you are at work”) and personal
information (e.g., “your medical records are kept in a
separate file and are kept confidential as required by
law”).

► Finally, all businesses/organizations should have their
confidentiality policies reviewed to ensure compliance
with the country’s laws.
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HOW TO PROTECT CONFIDENTIAL INFORMATION!!

► Train management and employees on confidentiality policy:
Oftentimes, simply having a written confidentiality policy is not
enough. In order for the confidentiality policy to be effective,
managers, supervisors and employees must be educated on
confidentiality issues and the organization's policies and procedures.
Management and employees should be allowed an opportunity to ask
questions about the policies, and everyone should be trained to avoid
putting sensitive information in e-mails. Many companies and
organizations include this training as part of the new-hire/orientation
process.

Management should also be instructed as to the proper way of
communicating with the company’s inside and outside counsel so as to
ensure that certain work-related documents and e-mails are protected by
the attorney-client privilege.
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ENFORCE CONFIDENTIALITY POLICY

► This is one of the most important steps a
business/organization can take to protect its confidential
information, and unfortunately, it’s oftentimes the one step
that is ignored.

► All the policies, procedures and training in the world
will not matter if those policies and procedures are
not enforced.

► In order for a confidentiality policy to have “TEETH,”
employees who violate the policy must be disciplined
in accordance with an employer’s corrective action
procedures.
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KEY MESSAGE!

► When it comes to confidentiality, PREVENTION and
DETERRENCE are key. The first question we ask our clients
when they contact us in response to a potential confidentiality
breach is “do you have a Confidentiality Policy and/or Non-
disclosure Agreement?”

► The stronger your policies and agreements, the better you are
prepared to take quick and effective action to protect your
business/organization.

► Of course, we are always available to counsel employers in the
area of confidentiality and to develop policies and agreements
that provide businesses with the proper safeguards.

Importance of
Confidentiality
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IMPORTANCE OF CONFIDENTIALITY

► Confidentiality is important for several reasons. One of the
most important elements of confidentiality is that it helps
to build and develop trust. It potentially allows for the
free flow of information between the client and worker and
acknowledges that a client’s personal life and all the
issues and problems that they have belong to them.

► One of the major purposes for obtaining a client’s consent
before speaking to a third party (such as another agency
or a family member/carer) is to protect the confidentiality
and privacy of the client. Informed consent (obtaining
personal information with the formal permission of the
client or a person who has the legal authority to provide
permission on behalf of the client) is considered essential
in maintaining the privacy of the client.
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IMPORTANCE OF CONFIDENTIALITY (CONT’D)

► It is important to keep your clients’ business as just that – their
business. You should only discuss matters relating to your
clients’ business with co-workers, and then only what needs to
be discussed. Discussions should take place in the workplace
and not be audible to other members of staff or the general
public. You should never discuss clients’ business with family
or friends.

► Respect for client confidentiality and staff personal information
should be a high priority for all professional services to comply
with legislation that governs disclosure of information. In this
regard all organisations both Government and private need to
have policies and procedures that provide guidelines for
workers. Appropriate worker behaviour can also be
incorporated in a Code of Conduct.
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IMPORTANCE OF CONFIDENTIALITY (CONT’D)

► To ensure confidentiality, workers should only access
confidential information for work that is covered by their
job description and the policies and procedures of the
organisation.

► They should only disclose information to other parties
where a client (or co-worker in relation to their personal
information) has consented to the release of the
information or where disclosure is required or mandated
by legislation due to indications of risk of harm. Further
workers need to ensure that any information that is
collected is securely stored and disposed of.

Some examples
of maintaining
confidentiality
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► Individual files are locked and secured.
► Support workers do not tell other people what is in a

client’s file unless they have permission from the client.
► Information about clients is not told to people who do not

need to know.
► Clients’ medical details are not discussed without their

consent.
► Adult clients have the right to keep any information about

themselves confidential, which includes that information

being kept from family and friends.

SOME MORE EXAMPLES OF MAINTAINING
CONFIDENTIALITY INCLUDE:
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The types of information that is considered confidential can include:

► Name, date of birth, age, sex and address

► Current contact details of family, guardian etc.

► Bank details

► Medical history or records

► Personal care issues

► Service records and file progress notes

► Individual personal plans

► Assessments or reports

► Guardianship orders

► Incoming or outgoing personal correspondence.
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► Other information relating to ethic or racial
origin, political opinions, religious or
philosophical beliefs, health or sexual
lifestyle should also be considered
confidential.

► Adult clients have the right to determine
what information they consider personal
and confidential.
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All organizations need to ensure that all records are
correctly stored in line with legal requirements. Record
storage must be secured in a place where there is no
possibility that they could be damaged. The storage
system must be easily accessed by authorised workers.

Secure spaces are:
► Rooms that are locked.
► Filing cabinets that are locked.
► Drawers that are locked.
► Passwords on computers.

STORAGE OF RECORDS
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SOME WAYS OF MAINTAINING CONFIDENTIALITY

► Talk about clients in a private and soundproof place.
► Not use Client’s names.
► Only talk about Clients to relevant people.
► Keep communication books in a drawer or on a desk,

away from visitors to the Organisation.
► Keep staff and all other files in a locked cabinet in the

Responsible officials’ offices.
► Use case numbers when recording information about

clients on a database.
► Remove identifying information when discussing cases

for teaching purposes.
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► Most records are kept for as long as they are in use by
the organisation/company or for the length of time that
the client receives a service.

► In some cases legislation requires the archiving of client
files for 7 years and each organisation needs to be
familiar with the legislation as it applies to their service
and client group.

Any confidential information must be shredded before
it is sent for recycling.

DESTRUCTION OF RECORDS
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All confidential information should be disposed of properly (e.g;

employees should not print out a confidential documents and then

throw it away without shredding it first.)

► Employees should refrain from discussing confidential information in

public places.

► Employees should avoid using e-mail to transmit certain sensitive or

controversial information.

► Limit the acquisition of confidential client data (e.g., social security

numbers, bank accounts, or driver’s license numbers) unless it is

integral to the business transaction and restrict access on a “need-

to-know’ basis.

Before disposing of an old computer, use software programs to
wipe out the data contained on the computer or have the hard
drive destroyed.

Page 58

A confidentiality policy should also describe the
level of privacy employees can expect relating to
their own personal property (e.g., “for your own
protection,

Do not leave valuable personal property at work
and do not leave personal items - especially your
purse, briefcase or wallet - unattended while you
are at work”) and personal information (e.g; “your
medical records are kept in a separate file and
are kept confidential as required by law”).
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This is one of the most important steps a
business/organization can take to protect its confidential
information, and unfortunately, it’s oftentimes the one step
that is ignored.

All the policies, procedures and training in the world will not
matter if those policies and procedures are not enforced.
In order for a confidentiality policy to have “teeth,”
Employees who violate the policy must be disciplined in
accordance with an Employer’s corrective action
procedures.

ENFORCE CONFIDENTIALITY POLICY
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CONFIDENTIALITY IS YOUR RESPONSIBILITY

Who on the Internal Audit Team is responsible
for confidentiality?

► It is the responsibility of each member of this
company to take confidentiality as their
personal responsibility.

► Nobody should joke with this responsibility as
it poses a huge risk to this Company and each
Individual member.
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GROUP EXERCISE

►What TOOLS, ELEMENTS or THINGS
can easily lead us to break the principle of
Confidentiality?

►Please discuss and let’s debrief the
Meeting.
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CONFIDENTIALITY - KEY POINTS TO NOTE!

► All information acquired in the course of your work as
employees, should be considered confidential.

► The Confidentiality principle requires that a Business
Professional should not disclose any such information
to third parties without proper or specific authority or
unless there is a legal or professional right or duty to
disclose.

► Confidential information acquired as a result of
professional and business relationships should not be
used for personal advantage of members or third
parties.
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CONFIDENTIALITY IS YOUR RESPONSIBILITY

►We often times find ourselves breaching
this duty of confidentiality as Business
Professionals most at times inadvertently.

►Don’t forget that breaching confidentiality
has dire consequences to you and your
Company as a Business Professional
irrespective of whether it was deliberate or
accidental.

►BE CAUTIOUS!!
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VIDEO: CONFIDENTIALITY IS CRITICAL!!!!
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CONFIDENTIALITY IS YOUR RESPONSIBILITY

► We have just watched what looks like a normal
working day for Mike (the Finance Director and
Client), Alison (Auditor), Jack (Auditor and team
leader) and Carthy (Secretary to Finance Director).

► It looked like a normal working day but confidentiality
has been compromised in so many ways without they
even knowing.

► One interesting thing about confidentiality is that it
seem harmless yet when it explodes the result be a
terrible!!!

CONFIDENTIALITY IS
YOUR RESPONSIBILITY

GROUP DEBRIEF
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CONFIDENTIALITY IS YOUR RESPONSIBILITY

GROUP DEBRIEF:

► Can we please sum up what happened at
each of these locations in our video and recap
the information leaks?

► Can we please do this in pairs??
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► The Corridor of Mike’s Office;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► In front of the Elevator or Lobby;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► Inside the Elevator;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► At the Waiting Area of the Airport;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► Working on the Airplane;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► At the Client’s office; Going out for break;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► Telephone conversations

Page 75

AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► Alison on the mobile phone with Carthy;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► Alison on the mobile phone again with the
Husband;

► Later that evening Alison’s husband in the
crowded restaurant explaining why his lovely
wife were not present;
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AS A GROUP, KINDLY DISCUSS AND SPOT THE
INFORMATION LEAKS AT THE VARIOUS ACTIVITY POINTS

► In Carthy office’s. She did exactly what Alison
asked her to do.

The Dos
and the
Don’ts
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CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DOs

Confidentiality is your responsibility!

► Don’t talk all the time. Speak selectively. Silence is golden

► Be careful the people you talk to.

► Watch the environment before you start talking or sharing.

► Be extra careful with what you write on paper.

► Be careful how and where you use the mobile phone, iPad or
computer.

► Always watch who is listening to you.

► Show very little if unsure.

► Dispose off unwanted reports properly. Usually shred them.

► Do your work diligently.

► Exercise due care all the time.

Page 80

CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DOs

Confidentiality is your responsibility!

► Use your devices with care. Check the surroundings before
use.

► Discuss the audit and other reports with only persons who need
to know.

► Do keep your reports to your chest always.

► Be fair in your planning, execution and reporting.

► Do have some enemies & competitors once a while; they make
you sit up.

► If you know you talk any how when you get drank, then you
better consider giving up drinking.

► Be objective in your work and reporting.

► Get true professionals only to repair your devices for you.
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Some
Don’ts
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CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DON’Ts

Confidentiality is your responsibility!

► Information can be leaked by the very innocent and the
best of people;

► A harmless remark or comment can be something else.

► Casual use of your mobile phone, iPad or computer can
have serious consequences.

► A discarded or unattended to document can create
confusion one day.
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CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DON’Ts

Confidentiality is your responsibility!
► A loose comment or statement on a working

document/paper can harm the reputation of the company
and that of any staff.

► One unguarded or reckless statement/comment can
destroy all the good that the entire team has done.

► Don’t share the audit report with just everybody! Not
spouse, best friend, work-mates who are not on the
engagement, Pastor, Pressure or any social group,
political party etc.
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CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DON’Ts

Confidentiality is your responsibility!
► Be careful when telling your success stories. Watch out.

► Avoid any biases in your work. Don’t have a likeness or hate for
any political party, race, tribe, sex or colour. A special hate for
even a football club can create problems.

► Don’t get too involved with the opposite sex. It can have dire
consequence with the principle of confidentiality. At a point;
you may not be able to hold back or control. Please ask
Sampson and Joseph in the Bible or some other Great Leaders
including even some spiritual leaders of this World!

► Don’t over spiritualize things too. The confidentiality principle
can also be broken.

► Information is like water, once it spills nothing can stop it!
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► Remember to share the information with only persons
who need to know. Please bear this in mind when sharing
even your testimonies or sending in prayer requests at
church!

► Be careful NOT to leave traces of your Work; regardless
of WHO YOU ARE and WHERE YOU ARE!

► Let us also be careful with the REPORTING language
also.

► Finally, remember this; “that if the fool had not opened his
mouth nobody would have known he were a fool!”

CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DON’Ts
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► Technology brings risks as well as rewards. E.g. emails,
instant messages (what’s up, Instagram, Face book) are
very convenient and appear harmless, but we should be
very careful when using them.

► Whenever you have to use your mobile phone or laptop
be careful of your surroundings. You may NOT know who
might be listening or watching you. It could be your Driver,
Kids, Spouses (both present and former), other
passengers, Clients, Friends (both present and former). If
you wish to understand the “Former”; please go to the
family tribunal and just see how information each had
before the marriage crisis is now been used!

CONFIDENTIALITY IS YOUR RESPONSIBILITY! SOME DON’Ts

Some tips to help us
“FIGHT” the

Confidentiality War!
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HOW DO WE FIGHT THE CONFIDENTIALITY WAR?
SOME TIPS!!

► Watch your TONGUE especially the things you say!

► Be mindful of your SURROUNDINGS always.

► Be more careful WHO you pass information on to.

► Check who is LISTENING to you when you talk.

► Look out also for who is WATCHING you.

► Note that BAD PHOTOCOPIES contain the same
information as the good copies.

► Be careful how you DISPOSE OFF THE ROUGH
PAPERS and old envelops in your office.

► Don’t try to impress people when on the mobile phone
and in meetings. They may know more than you do!!
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► SECURE your computer and other devices all the time.

► KEEP AWAY REPORTS AND FILES that you are
working on if you have to leave the room. Watch your
cheque books and bank statements!

► Close reports being reviewed when the Cleaner or Tea
Boy enters the room.

► Ask the Cleaner/Tea boy and any other third parties to
kindly excuse you when discussing sensitive client/staff
related matters with your Teams/staff etc. or on the
phone.

► Be conservative and wise.

HOW DO WE FIGHT THE CONFIDENTIALITY WAR?
SOME TIPS!!
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► Please use the TOILETS (private) to take your sensitive
calls etc; sometimes it is better or safer!

► For certain calls, you need to tell the Caller “YOU WILL
CALL BACK” and please do!

► Sometimes it is NOT what PEOPLE HEAR but what
THEY SEE!

► Keep the INFORMATION TIGHTLY and people shall
always respect you for who you are.

► Don’t leak your own reports to third parties (Press) for
any financial returns. It is unethical.

► Don’t have a prejudiced mind to destroy certain people or
perceived political opponents with your work.

HOW DO WE FIGHT THE CONFIDENTIALITY WAR?
SOME TIPS!!
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► With respect to sensitive reports, draft or final should always
be secured, whether at home or in the office.

► Always keep in mind that the Draft and Final reports are
different and should be treated as such.

► Comments NOT needed on our files and reports should be
removed.

► Do NOT leave any Loose Notes or Queries on your files.

► Scrap writings should always be shredded.

► Check HOW and WHERE to repair your electronic gadgets
like computers, iPads and phones. Be interested in your
Repairer!

► Please note that most leaked sex tapes and audit reports
come from such “Galamsey” repairers.

HOW DO WE FIGHT THE CONFIDENTIALITY WAR?
SOME TIPS!!
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CONFIDENTIALITY
is a serious issue and it is

YOUR
RESPONSIBILITY!
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CONFIDENTIALITY;
INFACT IS YOUR

RESPONSIBILITY!!!

End of presentation and
thank you very much!!!
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ANY QUESTIONS
OR

CONTRIBUTIONS?
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