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------------------------------------------------------
Holder of the CIA, CMIIA, CRMA, QIAL qualifications

------------------------------------------------------
31 years experience in Internal Audit
29 years at managerial level

-------------------------------------------------------
IA Project Expert for the EC and the OECD

Experience in the Public and Private sectors, including appointment as:
• Head of Internal Audit for a number of Health organisations in the UK
• Head of Internal Audit for the UN Special Tribunal for the Lebanon
• Head of Internal Audit for the UN War Crimes Tribunal for Bosnia Herzegovina
• Project Manager for EC funded projects in Poland, Romania, Turkey
• Project Expert for EC/OECD funded projects in Croatia, Kosovo, Serbia, Hungary, Latvia, Estonia, Lithuania, Czech

Republic, Macedonia
• Project Manager for Development Agency funded projects in Kenya, South Africa and Botswana
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Roles and Responsibilities of Internal Audit

Organisational Governance?

Policies, processes, and structures used by an organisation to direct

and control its activities, to achieve its objectives, and to protect the

interests of its diverse stakeholder groups in a manner consistent with

appropriate ethical standards.
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Roles and Responsibilities of Internal Audit cont….

The Three Lines of Defence
- the key to risk responsibilities in an organisation
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Roles and Responsibilities of Internal Audit cont….

Understanding the Three Lines of Defence is fundamental to understanding
the governance oversight role

The First Line, that is operational management, which has ownership, responsibility and accountability for

directly assessing, controlling and mitigating risks.

The Second Line, that is activities covered by several components of internal governance (compliance, risk

management, quality, IT and other control departments). This line of defence monitors and facilitates the
implementation of effective risk management practices by operational management and assists the risk owners in
reporting adequate risk related information up and down the organisation.

The Third Line, An independent internal audit function will, through a risk-based approach to its work, provide

assurance to the organisation’s board of directors and senior management. This assurance will cover how effectively
the organisation assesses and manages its risks and will include assurance on the effectiveness of the first and
second lines of defence. It encompasses all elements of an organisation’s risk landscape.
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Roles and Responsibilities of Internal Audit cont….

1st line:
Business

Management

2nd line:
Risk Mgt / Compliance /

Others

3rd line:
Risk Based Internal Audit

External Audit and the Regulators are the Referee and Linesman

Football managers often say that for

the goalkeeper to miss a save, 10

other players must have missed it

before him.

This third line role likens internal

audit to that of a goalkeeper in a

football match. When the ball is lost

in midfield (first line) and the

defence (second line) fails to pick up

the opposition’s attack, it is left to

the goalkeeper (third line) to save

the day.

There is a reasonable expectation

that internal audit will identify the

weaknesses in both first and second

lines and failure to do so may lead to

significant loss to the organisation.
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Roles and Responsibilities of Internal Audit cont….

The Internal Audit definition

Internal auditing is an independent, objective assurance and
consulting activity designed to add value and improve an
organisation’s operations.

It helps an organisation accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, control and governance
processes
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Key Attributes required for Internal Audit

 Communication

 Teamwork

 Diversity

 Integrity

 Relationship Building

 Partnering

 Continuous Learning
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Key Attributes required for Internal Audit cont….

The Internet of
Things (IOT) will
change
dramatically the
way that we live.
But provides more
and more
opportunities for
security lapses

Communication
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Key Attributes required for Internal Audit cont….

Communication
Writing a good report – only one skill

Listening

Social Media

Visual AnalyticsReports
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Key Attributes required for Internal Audit cont….

Teamwork

• How practitioners work with each other

• Bringing in practitioners with the necessary skills to fill the differing team roles

• This is putting the emphasis on collaboration within the team
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Key Attributes required for Internal Audit cont….

Diversity
 This is more around the backgrounds and experiences that people bring to

the department

 Work experience/educational background/operational exposure

 What’s the “Global Mindset?” Is there one?

 Variety is critical; different people have difference perspectives, experiences,
operational approaches.
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Key Attributes required for Internal Audit cont….

Integrity

 Focus is being driven by the focus on the ethical organisation

 IA placed to be a key instrument for the conscience of the organisation

 Critical Factor, but one that is difficult to substantiate and comes in all shapes and
sizes
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Key Attributes required for Internal Audit cont….

Relationship Building

Abilities to:
• Walk in shoes of people they audit
• Build genuine relationships before they’re needed
• Convince people of IA’s value

Challenges:
• Being an introvert
• Maintaining objectivity and integrity

Need to have:
• business acumen,
• knowledge of the company (and its risks),
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Key Attributes required for Internal Audit cont….

Partnering

This is the next step on from Relationships:

 To have an effective partnerships builds on a relationship

Need to have:

 Current knowledge on what’s going on in the business

 Knowledge of what leaders’ projects are,

 Knowledge of what they’re spending money on,

 Knowledge of the top risks and the emerging risks.
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Key Attributes required for Internal Audit cont….

Lifelong Learning

 Company vs. self-directed training
 Business, leadership, technical areas

Need to have:
 Natural inquisitiveness,
 Commitment to development
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How to Obtain and Retain Internal Audit Talent

Your Guide to your
Talent
Management Plan
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How to Obtain and Retain Internal Audit Talent

CYBER
SECURITY

FINANCIAL

RISK MGT

OPERATIONS

CONSTRUCT

HR & H&S

INTERNAL AUDIT DEPARTMENT

FRAUD
RESEARCH

MARKETING
& PR

MANUF-
ACTURE

TASKS

PEOPLE

IA HR
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How to Obtain and Retain Internal Audit Talent cont….

It is important to recognise:

1. The skills that Internal Audit need

2. The skills that Internal Audit has

And action is needed to remedy any gap that there is
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How to Obtain and Retain Internal Audit Talent cont….

INTERNAL AUDIT HR

A MATCHMAKER
BETWEEN TASKS AND

PEOPLE
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How to Obtain and Retain Internal Audit Talent cont….

STEP 1 - Establish clear Job Descriptions
Not only does this help people in the role, allowing them to understand their role and
allowing for effective performance measurement, it assists when recruiting so that
both you and the candidate know what is involved in the job

STEP 2 - Establish Culture Fit
Make sure that all new members of staff fit the culture. To do this you need to know
what the culture is and have a good idea of how the new member will fit in. Take note
from Microsoft and Google who take their time in the hiring process for new
personnel.
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How to Obtain and Retain Internal Audit Talent cont….

STEP 3 – Provide Induction
Provide effective induction through comprehensive induction and ongoing training
and development opportunities that reflect the needs of both the employer and the
employee.

STEP 4 – Reward and Compensate
Have compensation and recognition systems that ensure that employees are
adequately rewarded for performance, making certain that these are set at a
competitive level in order to attract and retain staff excellent staff. Best practice
departments aim to set their levels at a rate above that of their competitors.

STEP 5 – Provide Coaching/ Mentoring
Coaching, mentoring and feedback being provided on an ongoing basis ensures that
staff are on the right track and performance issues are raised at an early stage in order
to allow them to be tackled before they become a problem.
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How to Obtain and Retain Internal Audit Talent cont….

STEP 6 – Encourage Qualification
Have systems in place to recognise and reward professional and educational qualifications
that provide a basis for the employee to understand the ethos behind the profession.
Studies have shown that qualification has a positive effect on fraud deterrence as well as
its positive impact on the competence of the employee

STEP 7 – Improve Performance Monitoring
Establish systems to ensure that requirements for accomplishment based performance
standards, outcomes and monitoring within an overall performance development system,
ensuring that discussions focus not just on the employer’s needs but also on the future hopes
and needs for future individual development.
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STEP 9 – Assess Function against your Peers
Use tools and studies to benchmark your department’s skills and compensation against similar
departments.

How to Obtain and Retain Internal Audit Talent cont….

STEP 8 – Provide career development opportunities
Have a system and tools in place to focus on career path development, succession planning, on the job training
and promotion opportunities.

STEP 10 – Hold Exit Interviews
Make sure that there is a system to understand why your employee has decided to leave which should help you
to understand where improvement may be needed to improve your talent management.
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Summary

For effective Governance oversight you need:

1. Professionals

2. With the appropriate skills and experience

3. Who are rewarded appropriately

4. And managed effectively
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